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EXECUTIVE SUMMARY

In FY2020, Savannah River National Laboratory (SRNL) in collaboration with the Sanghani Center for
Artificial Intelligence and Data Analytics (SCAIDA) at Virginia Polytechnic Institute and State University
(VT) and funded by the Department of Energy’s (DOE) Defense Nuclear Nonproliferation Research and
Development, began developing a demonstration prototype system that uses multiple machine learning and
data analytic methods on large-scale open data sources to identify new, developing, and/or undeclared
nuclear programs. Using the announcement in May 2018 of the proposed Savannah River Plutonium
Processing Facility (SRPPF) as a test subject, the goal of this 2-year project is to forecast the SRPPF using
only data prior to May 2018. The project work is split into a preliminary prototype development for the
first year with an initial evaluation of viability followed by the second year of development to create an
integrated prototype system and more extensive performance evaluation. This report documents the results
of the preliminary-phase tasks.

Two large data archives were used to create test datasets using a complex query method with a semi-
supervised generation of query terms. This method represents the initial signal concentration step and
eliminates a great deal of noise without compromising the sparse and widely distributed signal in the data.
One data source representing social media includes nearly 4 years of Twitter™? data. The other datasource,
Webhose Ltd. (https://webhose.io/), provides historical archive to a broad spectrum of media postings
(articles, news, blogs, etc.).

Models and methods were developed for each data archive to detect organization names, facility, and
function identification as well as events within the openly available data.

Analysis of Twitter™ data demonstrates that word embedding models trained on data obtained from queries
using the glossary of terms produce an interpretable signal of key terms and the connectedness to relevant
entities that automated models can use. The research team is still evaluating current methods to determine
the best method for use in the prototype system. For example, a time dependent word embedding algorithm
that retains all cumulative data may be advantageous in cases that create a strong link to an event that occurs
earlier or later in time. However, keeping all data could create too low of a “signal-to-noise” ratio and
prohibit straightforward detection of changes of interest. A “rolling window” can help to eliminate noisy
data by shifting over time, however, the window size or rolling length needs tuning to avoid missing key
events that are linked across time. The research team will use this analysis to build a prototype system that
can identify the indicators of nuclear activity.

For the news article data, elements of an automated preliminary data pipeline have been built and the
evaluation of each step showed strong relationships and indication of entity detection while an anomaly
detection model that analyzes the temporal evolution of networks is still under development.

Each algorithm has presumed advantages and disadvantages, as well as parameters that need to be tuned
and characterized for application in the prototype model development. The second year of the project
development will develop fusion models to leverage the advantages of the individual models. A prototype
system will be created and demonstrated in the next year of the project.

2 Twitter is a trademark of Twitter, Inc. or its affiliates.
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1.0 Introduction

In FY2020 the Savannah River National Laboratory (SRNL) in collaboration with the Sanghani Center for
Artificial Intelligence and Data Analytics (SCAIDA) at Virginia Polytechnic Institute and State University
(VT), and funded by the Department of Energy’s (DOE) Defense Nuclear Nonproliferation Research and
Development, began developing a demonstration prototype system that uses multiple machine learning and
data analytic methods on large-scale open data sources to identify new, developing, and/or undeclared
nuclear programs. The 2-year project was split into a preliminary prototype development for the first year
with an initial evaluation of viability followed by the second year of development to create an integrated
prototype system and more extensive performance evaluation. This report documents the results of the
preliminary-phase tasks and viability evaluation.

1.1 Background

The objective of the project is to apply the well-developed data analytics technologies and know-how of
VT’s Sanghani Center with nonproliferation application guidance from SRNL and other experts to
demonstrate the viability of using multiple data analytics methods on large-scale open data sources to detect
new, developing, or undeclared nuclear programs. The prototype development is focused on demonstrating
the ability to identify a new program/facility before known publicly, specifically, the proposed Savannah
River Plutonium Processing Facility (SRPPF) which is also commonly referred to as the pit production
facility. Generically, the facility fits the weapons development process as fissile core fabrication. DOE’s
National Nuclear Security Agency (NNSA) announced this project on May 10, 2018 via a release “Joint
Statement from Ellen M. Lord and Lisa E. Gordon-Hagerty on Recapitalization of Plutonium Pit Production”

To achieve DoD’s 80 pits per year requirement by 2030, NNSA s recommended
alternative repurposes the Mixed Oxide Fuel Fabrication Facility at the Savannah
River Site in South Carolina to produce plutonium pits while also maximizing pit
production activities at Los Alamos National Laboratory in New Mexico. (Joint
Statement from Ellen M. Lord and Lisa E. Gordon-Hagerty on Recapitalization of
Plutonium Pit Production 2018)

The facility is planned to start up in 2030 which offers two possible courses of development, one based on
open source data and predictability before the announcement and the other based on accumulation of data
after the announcement that would detail the many related events that could be used for developing detailed
related event definitions for a forecasting system. In this project we will focus first on predictability before
the announcement and consider how to accumulate information for the latter as time and resources allow.

In addition, a semi-blind test of the methods and algorithms are planned by testing translatability to
additional parts of the weapon development process. The methods developed in this prototype system are
planned to be extended to fuel reprocess for finding indications of new reprocessing events and specifically
for initiation of a new reprocessing process at SRS, a site already known for large scale fuel reprocessing.
Such a test may allow characterization of relative sensitivity of the methods and models.

1.2 Known State of the Art

In the broad context of data science, the identification and forecasting of previously unknown proliferation
activities falls under a complementary grouping of sub-categories, namely: anomaly detection, change
detection, and event detection. Several well-developed theoretical foundations (e.g., statistical and graph
theoretical) and techniques (e.g., nearest-neighbor, classification, and clustering) exist for each of these
sub-categories. Ranshous et al. provides a survey of anomaly detection in dynamic networks with an
emphasis on graph theoretical formalisms that are widely applicable to the proposed work since a diverse
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grouping of open data sources will be used (Ranshous, et al. 2015). Application of such approaches are
shown in work related to identifying events like breaking news (Hu, et al. 2012), mass protests (Zhao, et al.
2014), and disease outbreaks (Rekatsinas, et al. 2015). Social media has played a key role in many of these
network-based event detection methodologies. Ahmad et al. (Ahmad, et al. 2017) provides a summary of
a more statistically based unsupervised anomaly detection approach that processes data in real-time to
detect anomalies within interconnected data streams and provides benchmarking for several related
algorithms. Statistical approaches to identifying anomalous patterns have also been used to predict rare
weather events and earthquakes (Olson, et al. 2011) and change detection (Lunetta, et al. 2006) approaches
have been used to identify changes in vegetation index from normalized difference vegetation index to
identify different land-use patterns. Another critical part of anomaly and event detection is the ranking and
filtration pipeline which allows the focus to be shifted to highly relevant articles for a particular task by
eliminating irrelevant noise in the data (Croft, Metzler and Strohman 2010).

An extensive body of literature is available in the context of mining and processing open data sources,
especially news articles, blogs, and social media. Key techniques used in this work are: dynamic query
expansion algorithms to fetch relevant data in an unsupervised fashion; association analysis and graph
theoretical concepts for forming connections between people and popular/recurring thoughts and ideas;
linguistic processing algorithms that overcome the subtleties of natural language in order to evaluate the
relevance and/or understand sentiments; and traditional logistic regression machine learning, transfer
learning, Bayesian inference, and maximum likelihood estimate models that establish and confirm
connections and make structured predictions regarding a particular event or collection of events.

Since the start of the project, researchers have become aware of other work that is topically aligned with
this project’s objectives, most notably, work by the Nuclear Threat Initiative (NTI) and the Center for
Advanced Defense Studies (Arterburn, Dumbacher and Stoutland 2021). NTI reported in January 2021 on
a pilot project to demonstrate the viability of using open source data and machine learning to detect high-
risk and/or illicit nuclear trade. Though similar in the general ideas, the technical application and approach
are different. The NTI project focused on indicators of illicit trade which is one aspect of consideration
that would be complimentary to the objective of this project. Furthermore, the NTI reported success in
observing indicatorsin the data suggests that the indicators observed in this work are likely to become more
robust as the second half of this project is worked with reasonable probability of translatability to other
parts of the world.

Precedent for the general type of forecasting technology that is of interest has been established through full
deployment of programs such as: Integrated Crisis Early Warning System (O’Brien 2010), originally
funded by Defense Advanced Research Project Agency and developed and maintained by Lockheed Martin;
Political Instability Task Force (Goldstone, et al. 2010), funded by the US Central Intelligence Agency; and
Early Model Based Event Recognition using Surrogates (EMBERS) (Ramakrishnan, etal. 2014) developed
within the Sanghani Center (https://sanghani.cs.vt.edu/) and funded by Intelligence Advanced Research
Project Agency. The common thread between these programs is that they are developed to use large data
sets (often open source data sets) to forecast civil unrest and support decisions regarding the potential
allocation of resources to mitigate and/or respond to crises. While the respective implementations of each
of these programs have had measurable successes, the EMBERS system is at the forefront of the state-of-
the-art in terms of its spatio-temporal resolution and the accuracy and specificity of the events predicted.

This project addresses a key technical gap by demonstrating the feasibility of using such techniques for
making predictions regarding obscure events that unravel over longer time periods of several months to
years.
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1.3 Approach

The prototype system under development adapts the modular architecture of the EMBERS forecasting
system (Ramakrishnan, et al. 2014) that is shown in Figure 1-1 with models developed specifically for
detection of indicators for the long evolution of weapons development facilities and programs.

Data sources could include multiple media types, though this initial development focuses on text or readily
convertible data to text to facilitate speedy initial system development. Details of how each data source are
ingested and enriched along with predictive model development are described in their respective sections.
Each section describes initial methods and models that have been developed and tested by data source.
Additional sources and data types may be added in subsequent development.

The second half of this project will assemble the individual parts into the integrated structure similar to that
of Figure 1-1. Modifications will be made to the architecture as needed to ensure the process is most
effective for the task at hand and efficiently uses the models. Atthetime of'this report, fusion and prediction
models are under development.

Open sources

Ingest
Read feeds
— #£— - ConverttolSON
Add identifiers

Archive |
(s3) - Enrichment
- Tokenization
: - Entity extraction
o il - Datenormalize
Geocoding

Prediction Models

o €—| - Surrogategeneration |g3  Cache
e ] - Predictiongeneration (SDB)

Audit Trail | ¢' ‘l’ + =
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- [Fuseand select
- — predictions

- Deliver warnings

I

Figure 1-1: EMBERS Architecture
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2.0 Glossary of Terms Development

Topically general data sources were identified to capture electronically published public data (articles,
various media postings, etc.) as broadly as possible. The first problem to overcome was selecting data that
is compatible with the objectives and resources of the project and without compromising the detectible
signal from the data sources. Manageable development datasets were created by applying complex queries
using an initial key word list or glossary on the huge data archives. This section describes the methods that
are used to develop the key word glossary. These methods will be incorporated as part of the data ingestion
for the prototype system.

Researchers created a glossary of terms to make a preliminary and high-level identification of the most
relevant words or phrases pertaining to pit production mission at the SRS and other related nuclear events
of interest. The glossary of terms serves three primary purposes:

1)  toact asa set of seed terms to query open data sources and retrieve only articles or
Tweets™? that are presumably related to some aspect of pit production at SRS, the
nuclear weapons complex, or the nuclear fuel cycle (each in accordance with the events
of interest outlined in (Danielson, Kail and Pike April 2020)),

2)  tobe used as a foundational set of terms against which articles and Tweets™ can be
compared and from which a topical “similarity score” can be derived (rendering article
text machine/model interpretable), and

3)  tocontrol the size of the data that is returned, thereby keeping data acquisition costs lower
than a more general, universal query.

2.1 Events of Interest

Development of the SRPPF occurs through a series of events that culminate in the startup of the facility.
This includes but is not limited to such events as funding decisions, process selection and development,
facility design, construction, purchase of materials or equipment, hiring and concentration of specialized
skills, visits or announcements of key political figures, and, after startup, waste and environmental releases.
Details of the development of events of interest are published in (Danielson, Kail and Pike April 2020). To
summarize, all nuclear related events are divided into four event domains: “Acquisition Events”,
“Political/Diplomatic Events”, “Economic Events”, and ‘“Population/Personnel Events”. Each event can
be categorized to specific activity domains where the models and methods in thisreport focus on identifying
the nuclear activity of “Fissile Core Fabrication” from all other activity. For a detailed description, see
(Danielson, Kail and Pike April 2020).

It is important to note that the glossary development was implemented as a pre-requisite to any exploratory
data analysis, which would eventually guide model development and/or dataset refinement that might be
necessary based on the level of “signal” present in the data universe. Therefore, the intent was to create a
generic glossary of terms consistent with the defined events of interest in addition to glossaries
characteristic to event type. For the generic list, researchers sought to cast a broad net, capturing relevant
“nuclear activities” terms while also capturing, for example, terms describing more tangentially occurring
economic or political events (e.g., housing sales, business developments, and increased traffic in some
geographic region, etc.) that could potentially act as indicators in forecasting the ultimate event of interest
(i.e., pit production coming to the SRS). In other words, an overarching hypothesis in this early
developmental stage was that a contextual weighted connectedness between all retrieved textual data could

2 Tweet is a trademark of Twitter, Inc. or its affiliates.
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eventually be identified and that embedded within would be various indicators, allowing for an inferential
forecast.

2.2 Method

To capture relevant terms that should be included in the glossary of terms, a text frequency analysis was
performed on nine openly released government documents (DOE May 2003) (DOE April 2020) (DOE
April 2014) (DOE March 2015) (DOE March 2016) (DOE November 2017) (DOE October 2018) (DOE
July 2019) (DOD 2020) and two DOE NNSA websites (DOE n.d.) (DOE n.d.) pertaining to the nuclear
weapons complex and the plutonium pit production mission. The workflow for the text frequency analysis
is illustrated in Figure 2-1, where each document’s text was pre-processed (e.g., tokenization,
lemmatization, and stop-word and numerical data removal), and the frequency of occurrence of 1-, 2-, and
3- grams was cumulatively updated. Experimentation was performed for higher degree n-grams, though
no significant increase in performance (i.e., capture of relevant terms) was found.

9 NNSA released Create Text Corpus

documentsand 2 Identify relevant open
DOE-curated websites documents

Pre-process Text
Tokenization/lemmatization,
punctuation and stop-word

removal, numerical data
removal

Python Packages N-gram Frequencies
Beautiful Soup, Compute frequency of 1-, 2-,

PyPDF, and Natural
Language Toolkit

3-grams on a per-document
and cumulative basis

Post-Process
SME down-selection, add
abbreviations/acronyms, and
categorization

Figure 2-1: Text Frequency Analysis Workflow for Creating the Glossary of Terms

After processing each document, a cumulative text frequency distribution was formed containing
approximately 613,000 n-grams. The top 75 most frequently occurring n-grams are shown in Figure 2-2,
where the term nuclear security was the most frequently occurring term. This is perhaps unsurprising as
many of the documents were released by the National Nuclear Security Administration, and therefore, this
n-gram is frequently found in multiple contexts (i.e., onits own or as part of the NNSA four-word n-gram).
Similarly, many of the n-grams shown are clearly only partial word phrases, though the full phrase can be
easily inferred. While more sophisticated approaches exist, here, a more rudimentary manual down-
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selection process was carried out by subject matter experts (SMEs) to create the final list of terms using the
following workflow assumptions (in order).

1. Any n-gram occurring fewer than ten times is irrelevant.

2. Incoherent/incomplete terms can be removed unless further context can be readily inferred
(e.g., level exposure extending, which occurred ten times in the composite list).

3. Duplicate terms can be removed (this includes partial n-grams for which the full word
phrase can be easily inferred e.g., nuclear security administration — national nuclear
security administration).

4.  Terms that are either too specific and/or deemed unrelated to any event of interest can be
removed (e.g., flight test).

The first assumption alone immediately decreases the size of the n-grams list to less than 10,000 terms and
applying the next three assumptions resulted in a final list size of approximately 450 terms. After down-
selection, the SMEs categorized n-grams into their most appropriate event definition category. The final
lists of terms are shown in Appendix: Search and Glossary Terms.

This manual down-selection process allowed SMEs an immediate qualitative performance assessment of
the approach (i.e., Are any obvious terms missing? Is there a good mixture of relevant entities, activities,
and semi-technical terminology?, etc.). In general, the final list was evaluated as having produced a fairly
comprehensive set of terms that capture many relevant aspects of pit production, the nuclear fuel cycle, and
weapons development programs as outlined in the preliminary event definitions such that data queries could
be formulated. While this approach is fairly straightforward and preliminary testing has proven some
success (as shown in later sections of this report), a more automated and generalized algorithmic approach
will be desirable as the current work evolves into more complex data environments (i.e., more obscure data
environments).
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Figure 2-2: Top 75 Most Frequently Occurring n-grams From the Text Frequency Analysis Prior

to Manual Down-Selection of Terms
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3.0 Social Media — Twitter™ Dataset Development

Archived Twitter™ data that is readily available to the project team consists of a global decahose database
(i.e., one in every ten Tweets™) that spans the period of August of 2014 to April of 2018. As mentioned
in Section 1.0, the official announcement pertaining to the new pit production mission being assigned to
the SRS came in May of 2018. Therefore, the Twitter™ archive captures a useful period for testing the
prototype models’ ability to forecast the SRPPF before it was announced. Initially, the level of signal (i.e.,
Tweets™ concerning events of interest) within the archive was unknown. Figure 3-1 illustrates a high-
level workflow that was used for exploratory data analysis (i.e., an assessment of the available signal) and
prototype model development. The following subsections provide specific details and results from this
workflow.

Subset of the glossar )
of terms confainingy Subsample Tweets Subsampling
SME-recommended Query Twitter decahose, Entities from glossary included vs. not

words presumed very group tweets by day included y

specific to pit

production or nuclear

activities ™~
Pre-process Tweets Tokenization
Tokenization/lemmatization, Key phrases are lemmatized
punctuation and stop-word Phrases joined by “_”
removal, numerical data Ex. national_nuclear_security_administration
removal, (language filter) has two tokenizations Y.
Python Packages Create Word Embedding Multi-Parameter Exploration N
Natural Language Models Optimization of min_count (i.e., how many
Toolkit, Gt.er!sim Temporal discretization — occt{rrences rnust_be observed)
word2vec, Scikit Learn i.e., growing and/or rolling Static vs. rolling windows
. : . Window growth rate, rolling length and
and growing time window . >
window size )
models
Analysis )
Analyze Time dependent changes to the contextual
PCA, entity extraction, cosine relationship of key phrases in Tweet text
similarity over time, Forecast events based on strengthening or
evolutionary graph changing connectedness of entities and
activities of interest over time. /

Figure 3-1: High-Level Workflow for Preliminary Model Development Using the Twitter™
Dataset

3.1 Data Sampling and Preparation

Given that Twitter™ imposes character limitations, Tweet™ text is generally very limited in contextual
information and tends to be a noisy data environment. Therefore, to reduce the level of noise in the dataset,
a targeted sampling of Tweets™ is performed by querying the decahose database with a subset of 89 terms
(shown in Table 3-1) down-selected from the complete glossary of key terms in Appendix: Search and
Glossary Terms. This subset was created by SMEs and places emphasis on the ability to extract only
Tweets™ that contained explicitly mentioned terms that would presumably be very likely to correspond to
some aspect that leads to the SRPPF project, a related process in the nuclear fuel cycle, or specific events
or entities closely related to either. Also note that, as a subset of terms to generate an easily manageable
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development dataset from the billions of tweets in the archive, the subset contains only part of many
equivalent terms provided in the full glossary.

Table 3-1: List of Terms Used to Sample the Twitter™ Decahose Database

carlsbad site nuclear component plutonium processing
congressional defense committee nucleardeterrent plutonium processing facility
defensenuclear nonproliferation nuclearexplosive Pu
defensesecretary nuclear facility radioactive liquid waste
departmentof defense nuclearincident radioactive waste
departmentof energy nuclearmaterial rocky flats
dod nuclearnonproliferation sandia national laboratory
doe nuclearposture savannah river site
doe facility nuclearregulatory commission secretary of defense
doesite nuclearsecurity secretary of energy
enriched uranium nuclearsecurity enterprise spent nuclear material
fissile component nuclearstockpile stockpile stewardship
fissile material nuclearwarhead surplus plutonium
fission event nuclearweapon transuranic waste

hanford site

nuclear weapon component

tritium enterprise

lawrence livermore national laboratory

nuclear weapon council

tru waste

los alamos

nuclearweapon facility

uranium processing facility

los alamos national laboratory

nuclear weaponprogram

warreserve plutonium

low level waste disposal facility pantexplant warhead life extension
national defense authorization act pantexsite weaponassembly
nationalnuclear security administration pit disassembly weapon complex
national security pit facility weaponcomponent
national security complex pit manufacturing weapon dlsrr}qntlernent
disposition
national security laboratory pit production weapon infrastructure
nevada national security site pitp rqductlon environmental weaponmodernization
impactstatement
nevada test site plutonium weapon productionsite
nnsa plutonium disposition weaponstockpile
nnsa infrastructure plutonium facility weapon system

nnsa site

plutonium operation

weapons grade plutonium

nonproliferationtreaty

plutonium pit

The sampling query retrieved slightly greater than 2.9 million Tweets™ across the three-and-a-half-year
period and a Tweet™ count from each month is shown in Figure 3-2. The disproportionate spike around
January 2017 is a prime example of the need to use a targeted sampling approach. During that month, there
was a large quantity of Tweet™ traffic discussing weapons testing in North Korea and correspondingly,
the Department of Defense, and the incipient stages of high-profile national security investigations within
the Executive Branch of the US Government. In other words, none of these events are directly related to
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the targeted event of interest, though the nature of the Tweets™ are presumed to be generally contextually
similar to the types of Tweets™ that would be directly beneficial, and therefore they are not discarded.

In the sampling process, each Tweet™ was extracted in json format and contained a datetime timestamp,
the Tweet™ body, and geolocation information, if any is available. To prepare Tweet™ text for machine
learning models, each Tweet™’s text was first tokenized and lemmatized in all lower-case letters using the
Python package Natural Language Toolkit. Subsequently, stop words and numerical data were removed as
they generally provide minimal additional contextual information but can create “noise” in word textual
analysis. The vast majority of Tweets™ are returned in the English language and therefore, no language
filtration was deemed necessary.

Monthly Tweet Count
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Date
Figure 3-2: Monthly Tweet™ Count Returned by the Sampling Query

3.2 Word Embedding Models

A word embedding model is a machine learning technique that allows one to predict context given a
word/set of words, or predict a word/set of words, given context. This capability is derived from the
vectorization of words contained in a textual data corpus, whereby the similarity of words can be obtained
by comparing the word vectors (e.g., by computing the cosine angle between two or more word vectors).
Thus, this technique is ideally suited for analyzing Twitter™ datasets as it will provide the capability to
analyze a Tweet™, which perhaps does not explicitly mention any specific terms from the glossary, but

10
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contains words or phrases that have high similarity to words in the glossary, thereby allowing for prediction
of contextual similarity to an area of interest. Note that all Tweets™ here will contain some number of
terms from the glossary subset. Therefore, the subsampled dataset is for creating a trained word embedding
model, where a well-trained model can then be applied to a global unfiltered dataset and contextual
similarity can be obtained.

Inaddition to this predictive capability, one can analyze the evolution of word embedding models over time,
whereby a changing context of words within the corpus (i.e., through the collection of more Tweets™
through time) might indicate a more broad change in an overarching paradigm and allow for a probabilistic
forecast of specific events. In FY20, a thorough exploration of this potential was carried out on the
Twitter™ dataset to provide a proof-of-concept that will enable further prototype model development.

3.2.1 Exploratory Data Analysis of Word Embedding Models

After textual pre-processing, the entire corpus of 2.9 million Tweets™ was used to train a word embedding
model using Word2Vec as implemented in the Python package Gensim’s continuous bag of words training
algorithm. Thisinitial testing served to provide evidence that the dataset is large enough, and dense enough,
to train a model that can predict contextually similar terms to the targeted pit production at the SRS. A
noteworthy capability of word embedding models is the ability to perform “word arithmetic”, which can be
illustrated using an example of King — Man + Woman = Queen, where each word is represented by a word
vector in a trained word embedding model. This property was leveraged to explore the quality of the trained
word embedding model. Figure 3-3 shows a list of the trained model’s top ten most similar words to pit
(i.e., shorthand for plutonium pit), production, and pit + production. Notably, and as expected, the most
similar words for pit + production are different than those for the two words separately. The resultsindicate
that the word embedding model has some level of capability of identifying that, here, these terms are to be
understood as related to nuclear activities. This is demonstrated, for example, by the high similarity of
terms like tritium, reprocessing, and strontium. Interestingly, pit + production returns mox as the most
similar term — a promising result in that the proposed SRPPF will utilize infrastructural resources in place
from the abandoned Mixed Oxide Fuel (MOX) project at the SRS.

11
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In [14]: |word2vec.wv.most_similar(positive=['pit"', 'production’])

Out[14]: [('mox’, @.6826311349863774),
('mountain’, 8.65151458087855205),
('decaying', ©.65908195264816284),
('producing', ©.6485384236412848),
("tritium’, B.6459552040636841),
('output', ©.6454975685818236),
('cobalt’, @.6458344324111238),
('restarting’, ©.6286609172821845),
('disposing', ©.627967357635408),
('repository’, ©.6238623857408169)]

In [15]: |word2vec.wv.most_similar(positive=['pit'])

[15]: [('mountain’, 8.6183617548942566),
('saturn’, ©.5715295672416687),
('decaying', 8.565087093313980103),
('cobalt', ©.5465441042214066),
{("truck', ©.5428508843867932),
('strontium', ©.5395838273628235),
('powered’, 9.5318930880775085),
("tritium’, ©.5316237211227417),
('beryllium', ©.5258857117462158),
('canyon', ©.5235276222229804)]

In [16]: lword2vec.wv.most_similar(positive=["production’])

t[16]: [('output’, ©.6688458010525146),
("mox', 8.6672383676685225),
('producing’, ©.6570849418548137),
('restarts', 9.6445433497428894),
('disposal', 8.6387786005018376),
('disposing', @.6335718835697937),
('reprocessing’, ©.62448508158691486),
('repository’, ©.6119323968887329),
('smr', 8.611628386958689),
('yongbyon', ©.6185226874351501)]

Figure 3-3: Top 10 Most Similar Words to pit + production, pit, and production From the Trained
Word Embedding Model, With Cosine Similarity Scores Listed

As a refinement to this initial testing, an additional pre-processing step was implemented where the
Tweets™ were tokenized by having multi-word glossary terms joined by an underscore (e.g.,
pit_production). In this tokenization process, if a Tweet™ contains, for example, national nuclear security
administration (which contains two key word groups from the glossary: national nuclear security
administration and nuclear security) two tokenized Tweets™ are returned: one containing
national _nuclear security _administration, and the other containing only nuclear security. Note that the
same lemmatization process is applied to the terms from the glossary for consistency and comparison. Such
a step is a straightforward approach to implementing a semi-Phrase2Vec type model whereby multi-word
n-grams are identified as a single word. After this re-tokenization process, the word embedding model was
re-trained and word similarities were again explored to check for improvement. Figure 3-4 shows the word
similarities for pit + production, pit, and production after re-tokenization. No noteworthy performance
increase was gained when exploring cosine similarity lists of the words separately, though there was also
not a perceived performance decrease. However, Figure 3-5 shows the word similarities to pit production
which shows a performance increase by capturing entities such as rocky flats, which is a former site for pit
production activities. Based on this result, among others, the re-tokenized method was selected for use.

12
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word2vec.wv.most_similar(positive=["pit', 'production’])

'liquid', ©.680855888@6973267),
"americium’, ©.6638440295843045),
"thermal’, B8.6373246988187866),
‘output’, @.6371421217918396),
'dounreay’, ©.636263@128860474),
‘genarator’, ©.6354836331176758),
'pellet’, @.6287785898284012),
'reprocessing', @.6261838674545288),
‘strontium’, ©.62838767337799%87),
‘extraction’, 8.6187638891799227)]

word2vec.wv.most_similar(positive=["pit'])

‘stricken’, 8.5667874813879834),
"laced', ©.5575540661811829),
"himalaya', ©.555686503@557251),
'paradise’, ©.5520055020219421),
"spray', ©.5518181920851575),
"napalm’, @.5491824746131897),
‘pellet’, @.5484135584831238),
‘melted’, @.5367121696472168),
'cargo', ©.5327985082308087),
'radium’, @.5382586555488057)]

5]: word2vec.wv.most_similar(positive=["production’])

‘output’, @.6829184293746048),
'reprocessing', @.6631824374108914),
"producing’, ©.6487858487533569),
"thermal’, B.6426633506428288),
'breader’, B8.6315975182288984),
‘enrichment’, 8.6382756871898608),
‘mox', @.6218713386535645),
‘extraction’, ©.6199362277984619),
‘extracting’, ©.6125844717825757),
"liquid’, ©.6109449863433838)]
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Figure 3-4: Most Similar Words to pit + production, pit, and production After Re-tokenization

In [13]:

Out[1

word2vec.wv.most_similar(positive=['pit_production’])

310 [('tritium’, ©.7282271981230319),

('nuclearwaste', ©.7112715244283213),
('rockyflats', ©.71838508351142883),

(

(
(
(
(
(
(

nuclearpower', 8.7893418836583628),
mox', @.7876944788824158),
repository’, @.68680082444830473),
thorium®, @.6862359846936@35),
reprocessing’', @.6756382714347839),
extraction’, ©.6662092233998413),
paducah’, ©.6685997@85571289)]

Figure 3-5: Most Similar Words to pit production After Re-tokenization

To explore the relationship between all words in the Twitter™ database, as represented by the word
embedding model, a principal component analysis (PCA) was performed, whereby the 100-dimensional
word vectors were collapsed to 2 dimensions based on the most highly contributing vector components.
Figure 3-6 shows the PCA with only the keywords from the glossary of terms. Notably, at this high-level
view, a tight cluster of words is centered around the point (0, 0) and terms are more scattered moving away.
Further away from the origin, high-level governmental agencies (e.g., department of energy) and more
broad terms (e.g., nuclear security) are found as these terms are likely to appear in broad contexts. Figure
3-7 shows a zoomed in PCA plot moving closer to the origin where more specific entities, such as national
laboratories and DOE sites are found. Again, these terms are likely to be mentioned in Tweets™ within
broad contexts for things such as research accomplishments in press releases, but they also occur frequently

13



SRNL-STI-2021-00047
Revision 0

withnuclear activities-type words. Finally, Figure 3-8 showsa zoomed in plot of the PCA around the origin
where much more specific terms related to nuclear materials and weapons production are found.
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Figure 3-6: Principal Component Analysis Showing the Relationship Between All Word Vectors in
the Trained Word Embedding Model's Vocabulary
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Figure 3-7: Zoomed in Snapshot of the Principal Component Analysis Just Outside the Tight
Cluster of Words
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Figure 3-8: Zoomed in Snapshot of the Principal Component Analysis on the Tight Cluster of
Words

3.3 Time Dependent Word Embedding Models

As mentioned previously, time-dependent changes in word embedding models can be used to extract events
that are indicated by shifts in the contextual models. Here, two types of time dependent word embedding
models were developed for use in the prototype forecasting system: 1) a static, continuously growing time
window and 2) a constant sized, rolling window. The following subsections present the key results from
these two algorithms.

3.3. 1 Static Continuously Growing Time Window Model
The algorithm for the static, continuously growing time window model is outlined as follows:

1. Select a growth rate, r, which is the length of time represented each time new Tweets™ are

added and a new word embedding model is trained.
a. Note that the number of Tweets™ added at each new time interval is not constant.

Initialize data set at time ¢ = 0 with a window of size r.

Train a word embedding model.

At time ¢ = r, add all Tweets™ from t=rto t = 2r.

Train new word embedding model.

Repeat step 4 until models exist across all time, where the window size grows by /r at each
new interval.

Sk

Here, 7 has been set to 1 month, though this parameter may need to be optimized for the prototype system.
The vocabulary size over time for the word embedding models is shown in Figure 3-9 and ranges from
approximately 7,700 to 110,000 words.
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Figure 3-9: Vocabulary Length of Word Embedding Models Over Time and the Data Window
Grows

To explore how the word embedding models change as they grow and identify contextual shifts of key
terms, the similarity rank over time is explored. To compute the similarity rank, the most similar words in
the vocabulary to pit production are scanned until savannah_river site is found. The index in the list is
normalized against the vocabulary size, as each word embedding model’s vocabulary is a different length.
By exploring the word embedding models in this way, multiple path lengths can potentially represent the
shortest distance between the two phrases. For example, if savannah_river_site is not the nearest neighbor
(NN) (e.g., the most similar word) to pit_production, it could potentially be a NN to the NN of
pit_production. A plot for this example is shown in Figure 3-10. Notably, savannah_river siteis identified
as the most similar word to pit _production as early as March of 2016 — two years prior to the official
announcement. Figure 3-11 shows this analysis again where the similarity rank of pit_production with
respect to savannah_river site is explored. Notably, while pit production is never the most similar word
to savannah_river_site, it is most frequently found within the top 0.1% to 1% of the vocabulary. Finally,
Figure 3-12 ‘shows the similarity rank over time between doe_site and savannah_river site. This example
demonstrates a case where a term can be more closely related to the seed phrase (here, doe_site) through
the NN’s most similar words list. This is shown by the yellow marker at month 40, where
savannah_river_site was the 3rd most similar word to doe_site in the vocabulary and hanford_site was the
most similar word. However, savannah_river site was the most similar word to hanford site. In other
words, the connection was made one step earlier. While this example does not demonstrate a major
improvement in the proximity, the potential exists to significantly decrease the path length between two
terms using this approach of scanning all path lengths.
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Similarity rank over time for pit_production and savannah_river_site
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Figure 3-10: Similarity Rank of savannah_river_site Over Time Relative to pit_production
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Figure 3-11: Similarity Rank of pit_production Over Time Relative to savannah_river_site
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Similarity rank over time for doe_site and savannah_river_site
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Figure 3-12: Similarity Rank of doe_site Over Time Relative to savannah_river_site

In addition to the similarity rank over time, the top N most similar words to a keyword can be plotted over
time to identify new entities or terms that may appear. Figure 3-13 shows a plot of the top 50 most similar
words to pit_production for the time-dependent word embedding models. Note that savannah_river site
appears in the top 50 most similar words as early as September of 2014. However, note that the earlier
word embedding models have a relatively small vocabulary when compared to the later and larger word
embedding models. This explains the apparent convergence in the cosine similarity plot. Notably, several
key entities in the DOE nuclear weapons complex, including rocky flats, lanl, and savannah_river_site are
frequently in the top 50 most similar words to pit_production over time.
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Figure 3-13: Top 50 Most Similar Words Over Time to pit_production With Several Key Entities
Highlighted
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These results demonstrate that the Twitter™ data allows for entities to be adequately captured by word
embedding models. However, most of the entities that have been captured were included in the original
glossary of terms, and therefore the database query returns any Tweet™ containing an entity from the
glossary. Ina production application, all entities may not be known. Therefore, to test if the word similarity
between entities is a result of the original query, subsampling of the dataset was performed with all
Tweets™ that only contain an entity keyword removed (i.e., if a non-entity keyword and an entity keyword
appear in a Tweet™, the Tweet™ is kept). This reduced the number of Tweets™ to approximately 1.2
million. The similarity rank over time for pit_production and savannah_river site and the top 50 most
similar words to pit_production over time on the sub-sampled Tweets™ demonstrate a similar performance
as the full dataset, where savannah_river_site is the most similar word to pit _production as early as October
of 2016 and several key entities that are closely related to pit production (in reality) are still identified. This
is a key result toward the proof-of-concept that such a technique is applicable even if all entities are not
identified prior to querying a dataset.
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Figure 3-14: Similarity Rank Over Time Between pit_production and savannah_river_site When the
Twitter™ Dataset is Sampled Without Entity Keywords
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Figure 3-15: Top 50 Most Similar Words to pit production Over Time When the Twitter™ Dataset

is Sampled Without Entity Keywords
(Note: Severalkey entities are highlighted.)

3.3.2 Constant Sized, Rolling Time Window Model

The algorithm for the constant sized, rolling window model is outlined as follows:

1.

2.
3.
4.

5.
6.

Select a window size, w, representing a length of time across which Tweets™ are held and
a rolling length of r representing a length of time at which Tweets™ are dropped each
time rolling occurs.

Initialize data set at time ¢ = () with a window size w.

Train a word embedding model.

Shift window of size w by r adding Tweets™ at the end and removing Tweets™ from the
first  length of time.

Train a new word embedding model.

Repeat Step 4 until the end of data is reached.

Two different parameterizations have been tested: a 365-day window size with a rolling length of 30 days
and a 730-day window size with a rolling length of 30 days. Again, the rolling length and the window size
are two parameters that will need to be tailored to the specific use in the demonstration prototype. The
vocabulary length over time of the two models are shown in Figure 3-16 and Figure 3-17. Notably, the
vocabulary sizes in this model is more constant over time, varying by only about 10-15%.
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Figure 3-16: Vocabulary Size Over Time for a 365-Day Rolling Window and a 30-Day Rolling
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Figure 3-17: Vocabulary Size Over Time for a 730-day Rolling Window and a 30-Day Rolling

Length

The similarity rank over time and the top 50 most similar words over time are shown for the two differently
parameterized modelsin Figure 3-18 through Figure 3-21. Notably,savannah_river siteisnever identified

as the most similar word to pit production for either parameterization.

Additionally, the term

pit_production falls out of the vocabulary for several months with a window size of 365 days. While some
of the key entities are still identified over time in the top 50 most similar words, the frequency of all entities
being recognized as similar is much lower. This may indicate that the models are not as adequately trained
as the cumulative growing model because data is dropped out of the word embedding models over time.
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Figure 3-18: Similarity Rank Over Time for pit production and Savannah River Site for a 365-Day
Rolling Window and a 30-Day Rolling Length
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Figure 3-19: Top 50 Most Similar Words to pit production Over Time for a 365-Day Rolling
Window and a 30-Day Rolling Length
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Figure 3-20: Similarity Rank Over Time for pit production and Savannah River Site for a 730-Day

Similarity

Rolling Window and a 30-Day Rolling Length
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Figure 3-21: Top 50 Most Similar Words to pit production Over Time for a 730-Day Rolling

Window and a 30-Day Rolling Length
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4.0 News Article Aggregator Data Source — Webhose Ltd.

The following sections provide detailed descriptions of the modeling pipeline as developed for the news
article data along with the results to characterize the effectiveness and provide insight into the working of
each facet of the multi-step modeling pipeline under development. The pipeline is consistent with the
planned prototype system architecture shown in Section 1.3.

Figure 4-1 shows the multi-step modeling that follows after data ingestion for an event detection system.
The following paragraphs provide a description of each block.

Create Search: Document Anomaly
embeddings: from ‘ Ranking Per Seed — Entity Extraction ‘ Detection \ Event
key words/phrases Phrase Characterization:

Figure 4-1: Event Detection Model Pipeline for Anomaly Detection

Create Word Embedding: Given a set of unprocessed news articles, S, and a set of seed-phrases of interest,
P, provided by a domain expert, word embedding models are trained on textual data to enable inference of
the content of each article and phrase. The effect of word embedding models allow similarity comparisons
between a news article and any given phrase. From these models, researchers developed a methodology
that is able to transfer documents (i.e., news articles) and phrases into a common space to enable distance
calculations between vectorized textual data.

Search: Similarity calculations between phrases and documents allow identification of the most similar
documents with respect to specific phrases. A multi-stage ranking procedure based partially on the latent
document and phrase embeddings obtained from the word-embedding pipeline has been developed. The
ranking procedure reveals a subset of relevant documents, D, from the entire universe of news articles, S,
such that |D|<<|S| where |4]| indicates the cardinality of set 4.

Entity Extraction: Subsequent steps all focus on the set of relevant documents, D. For each document,
important themes and topics must be identified in a manner more overt than that provided by latent
document embeddings in the first step of the pipeline. Hence, a key step in the pipeline is to extract entities
of interest from each document in D. The entities capture agency names including multiple variations of
the name, facility identities/names, locations, or dates of interest where each entity is tagged with their
corresponding types.

Anomaly Detection / Event Characterization: Documents with entities enriched are employed for creation
of a weighted temporal heterogeneous entity graph, G. This graph evolves over time and reveals the
evolution of the relationships between entities. The evolution reflects the operations of various entities of
interest and provides the following information:

1. Characterization of the evolution of entities of interest.

2. Detection (or forecast) of potentially anomalous relationships between entities in the graph,
thereby providing experts a focused sub-set of documents D’ such that |D’|<<|D| for
further investigation.
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4.1 Data Sampling and Preparation

News articles ingested into the pipeline were obtained from Webhose Ltd. (https://webhose.io/). Webhose
was chosen because they had the largest historical (i.e., oldest) dataset and provided article text along with
metadata. The researchers initially used a query containing the full glossary of terms defined in section 2.0.
An initial analysis of the results returned by this query showed that many results were not related to nuclear
activity. Figure 4-2 shows a simple word embedding analysis that of the queried documents, the ones that
contain the terms nuclear or plutonium (red dots) are clustered and the blue dots are further out and less
relevant to our analysis. Additionally, Table 4-1 displays the most frequently occurring terms. Several of
these terms can be frequently found in domains outside of nuclear activity.

10 ’
s
| . 1 10
o | : '
« 508 | |
; y
‘; . N . " -. | l
0.0 o n | | YDO
‘ |
- - ] . T |
-05 } |
A 10
—~—— .
| vhm?uw- /00
10 1 5 7--7_"'-.,.,.,_.7 / _05

Figure 4-2: 2D and 3D Depictions of Word Embedding Models Created From the Initial Query
Using the Full Glossary of Terms

Table 4-1: List of Most Frequent Terms From the Initial Query Using the Full Glossary of Terms

Term Frequency Term Frequency
public_health 281008 air_conditioning 30945
federal government 127432 annual report 22105
national security 99658 homeland security 21796
executive_order 98081 cold war 21504
parking_lot 59796 electrical power 19875
local government 52168 defense secretary 19495
natural gas 46182 office space 14504
drinking_water 39798 risk_assessment 14434
unemployment rate 39666 water_ supply 14145
information_technology 33023 mortality rate 13962

Based on this initial analysis the researchers chose to utilize a query that required documents identified
using the most frequent terms to also contain the term “nuclear.” The finalized query returned greater than
12 million articles. Thetime period covered by the query is January 2012 through May 2018. The resulting
distribution of this query by day is shown in Figure 4-3. The quantity of articles in the entire Webhose
database prior to 2015 is significantly smaller which resulted in fewer queried articles for that time frame.
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The vast majority of articles are returned in the English language and therefore, no language filtration was
deemed necessary.
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Figure 4-3: (Left) the Quantity of Query Results for the Entire Time Frame and (Right) the
Quantity of Query Results Magnified for the Timeframe Prior to 2015

4.2 Word Embedding

4.2.1 Model Description

Given a set of unprocessed news articles .S and a set of seed-phrases of interest P, provided by a domain
expert, articles are preprocess to remove stop-words and also perform lemmatization and tokenization. This
preprocessed set of documents (i.e., news articles) is subsequently used for further analysis. The next step
is to transform the set of preprocessed documents D and phrases P (similarly preprocessed) into a common
space allowing for similarity / distance calculations between articles and phrases. The popular technique
of word embedding, specifically word2vec, is used to accomplish this task.

Word2vec models that are trained using a skip-gram model are used. Given a specific word from the text
of a document (a news article in our case), the model tries to predict the words around (i.e., in the context
of) the input word. This approach (popularly referred to as self-supervised learning) does not require the
creation of any additional labelled data while allowing the effective learning of latent representations (i.e.,
a vector of real numbers) for each word in each news article in the corpus of documents D. The latent
representation of words with similar meanings (or words related to each other) are similar, i.e., words that
are closer in meaning are embedded closer together in the latent space than words that are farther in meaning,

The result of the word-embedding process yields an embedding-vector (ev) for each word in D and P. Using
these ev’s, the overall embedding per document or phrase is derived as the mean ev of all the word
embedding vectors therein. Thus, enabling the transformation of preprocessed news article data D and
expert provided seed-phrases of interest P into a common latent space. We use a 100-dimensional latent
ev’s for our experiments.

4.2.2 Evaluation
Word-embedding ev’s (also known as distributed representations) are known to intuitively represent the

“meaning” of a word which is distributed across the entire ev. These ev’s are known to capture non-trivial
and complex relationships between words, phrases and documents.
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In Figure 4-4, the ev’s are visualized for each seed-phrase to characterize the representation learned by the
word2vec embedding pipeline. The embeddings for each phrase are reduced from 100 to 2 dimensions
using a dimensionality reduction technique like principal-component analysis. In the figure, four distinct
groupings of phrases are highlighted, each indicated by a different colored box.

Phrases like {nonproliferation treaty, nuclear weapon complex, stockpile need} are all grouped close
together into a latent topic we may deem to be related to nuclear weapon proliferation. Phrases {regulatory
requirement, requirement doe, federal regulation, federal program} indicated by the red box all may be
characterized by the topic federal government agencies and programs related to nuclear science. Similarly,
the topics in the purple and the green boxes may be seen as corresponding to nuclear proliferation logistics
and to national-security and defense respectively.
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Figure 4-4: Word Embedding Seed-Phrases

In addition to grouping similar phrases, due to the common embedding space for words, documents and
phrases, operations to retrieve the most similar words (along with the degree of similarity) were used for a
given word or phrase. Figure 4-5 shows the ability of the word-embedding model to retrieve the most
similar words given a query word or phrase. The results indicate that in each case i.e., for phrases of
differing length, the model is able to retrieve different and relevant results indicating that it is not
significantly affected by phrase length.
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In [4]: wordzvec,most_gimj_lar( 'nonproliferation’) In [5]: word2vec.most_similar(positive=['nonproliferation','treaty'])
Out[4]: [('non-proliferation', 0.8560386896133423), Out[5]: [('non-proliferation’, 0.8698744773864746),
('disarmament', 0.707878589630127), ('mpt', 0.7559195756912231),
('proliferation’, 0.588124692440033), ('disarmament', 0.7215829491615295),

("test-ban', 0.5647121667861938),
('treaty', 0.5597455501556396),
('multilateral’, 0.5504294633865356),
('npt', 0.5472955703735352),
('international', 0.5067034959793091),
('safequard’, 0.5061839818954468),
('multi-lateral', 0.5060009956359863)]

‘ctbt', 0.6751149892807007),

‘test-ban’', 0.6631473302841187),

'inf', 0.6419178247451782),

'signatory', 0.6206176280975342),
'‘rastructure', 0.602487325668335),
‘intermediate-range', 0.5960805416107178),
'nuclear-test-ban', 0.5807639360427856)]

In [6]: word2vec.most_similar(positive=['stockpile','stewardship', 'mission'])
Oout[6]: [('program', 0.5768719911575317),
'ensuring', 0.5557498931884766),
capability', 0.5219414830207825),
nnsa', 0.5157482624053955),
arsenal', 0.5145598649978638),
commitment', 0.49364346265792847),
'modernization', 0.4774051308631897),
'undertaking’, 0.4760075807571411),
'warfighting', 0.47475314140319824),
'initiative’, 0.4734153151512146)]

Figure 4-5: Word Embedding Top-K Most Similar Words

The learnt embeddings also yield non-trivial representations of the input query which is demonstrated in
the example in Figure 4-6 where we see that the top words most similar to the phrase pit-production are not
a mere superset of the most similar words for pit and production queried separately. This indicates that the
word embeddings learn non-trivial representations based on the meaning and context of usage of each word
and hence are able to effectively capture the topics represented in each phrase and document.

In [22]: word2vec.wv.most similar('pit') In [23]: word2vec.wv.most_similar('production')

output', 0.747069239616394),
"supply', 0.6696515679359436),
'bottomless', 0.5999270677566528), 'manufacturing', 0.6687812805175781),
'barn’, 0.5803334712982178), 'producing’, 0.6581124067306519),

('seam', 0.6457158327102661), Out[23]: [:'

{

( (

( (e

{'open-pit', 0.5626405477523804), ('import', 0.6562984585762024),
( (

( (

( (

{ {

{ {

'mine’', 0.6285619735717773),

out[22]: [

'landfill', 0.5597814321517944), 'inventory’, 0.6483291387557983),
‘cavern', 0.5587935447692871), 'export', 0.6404120326042175),
'pond’', 0.5507611632347107), 'consumption', 0.6316419243812561),
"tailing', 0.5464347004890442), ‘refining', 0.6020768284797668),
'underground', 0.5384440422058105)] 'sale', 0.6008045673370361)]

wordEvec.wv.most_similar{pc%itive=['pit','productioh']}

Out[21]: [('seam', 0.6416100263595581),

«
('mine', 0.6141761541366577),
('extraction', 0.6026897430419922),
('milling', 0.5918605923652649),

( 'beneficiation', 0.5847168564796448),
('saleable', 0.5841435790061951),
('retorting', 0.5819478034973145),
('smelter', 0.5712981224060059),
('sulphide', 0.5687801837921143),
('drilling', 0.5615295171737671)]

Figure 4-6: Word Embeddings Capture Meaningful-Relationships for Words & Phrases

Thus far, the research has characterized the phrase representations and showcased how seed-phrases are
grouped together. In Figure 4-7, the researchers characterize a reduced dimensionality representation of
the five most similar words (i.e., from set D) to each seed-phrase. In the figure each seed phrase point has
a red border. The three seed phrases are nonproliferation treaty, counterterrorism counterproliferation,
and nnsa administrator. It is apparent that the top-k most relevant words for each phrase uncover many
interesting patterns. For example: the phrase nonproliferation treaty has as a close neighbor the word
disarmament which is essentially synonymous with nonproliferation. Another neighbor is the acronym np
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which is the acronym for our phrase of interest. Another property of interest is that the word embeddings
also retrieve other related treaties like ctbt which is the Comprehensive Nuclear-Test-Ban Treaty which is
essentially a treaty banning all nuclear explosive tests (i.e., generally relevant to nonproliferation but not
specifically SRPPF). Similarly, notice that sandia (SNL) which is an NNSA affiliated laboratory is
embedded close to the phrase nnsa administrator. Other subtle relationships like various sister programs
related to and part of the NNSA like the advanced simulation and computing (asc) program are also
embedded close to the phrase nnsa administrator.

This confirms that the word embeddings capture very sophisticated relationships between words and
thereby capture a rich representation of the text in each document and phrase.
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Figure 4-7: Top-N Similar Words Per Seed Phrase
4.3 Ranking

4.3.1 Model Description

Two ranking models, Embedding Ranking and BM25 Ranking, are described in the following sections.
Following the individual descriptions, a fused model approach is described.

4.3.1.1 Embedding Ranking

The word-embedding pipeline obtains vector representations for documents and phrases in a common latent
space. This latent representation for each document and phrase calculates similarities of every document,
phrase pair, thereby inferring the overall similarity of a document to the set of seed phrases P. This overall
score per document is used to order documents by similarity effectively ranking articles by their degree of
similarity (i.e., relevance) to the topics of interest (given by P).
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4.3.1.2 BM25 Ranking

While the embedding-based ranking approach captures semantic representations of documents to phrases,
the phrases in P, being short snippets of text may lack enough semantic information for the embedding
based method to perform effectively when used individually. Hence, the researchers augment the word-
embedding based ranking algorithm developed in the previous step with a keyword based ranking algorithm
by employing the BM25 algorithm as described in (Robertson and Zaragoza 2009). The algorithm operates
as follows:

score(D, Q) = iIDF(qﬁ) . flgi,D)-(ky +1)

D
i=1 f(qiﬂD)-l_k]‘(l_b_‘_b'a-l‘f'g‘lﬂ)

Here, D represents a document and Q represents a query (i.e., a phrase in our case) consisting of one or
more words. g; represents the it word of query Q. For each ¢; in Q, the inverse-document frequency IDF(g;)
is calculated. The IDF of a word is the inverse of the number of documents the word appears in, in each
corpus. Intuitively, the IDF can be considered a penalty against frequently used words. For the research
presented in thisreport, the IDF of each query word ¢ is calculated using the training corpus of news articles
(although we may also use pre-computed IDFs calculated using other text corpora). The function f{q;, D)
returns the frequency of the query term in document D. |D| represents the total length of the document
while k; and b are hyperparameters. Thereby the BM25 algorithm yields a phrase document similarity
score by summation of weighted frequency scores for each word (g:), document (D) pair given a query Q.
Biases due to document size and word frequency differences are explicitly accounted for by |D| and IDF(-)
calculations.

4.3.1.3 Fused Ranking

The BM25 ranking algorithm has a complexity O(|Q|*|D|) where |Q| indicates the phrase length and |D| the
document length. The algorithm can prove expensive for evaluation on the entire text corpus. Hence, the
researchers first use the relatively inexpensive embedding-based rankings to obtain a basket of top relevant
articles R. The BM25 ranking is then applied on this basket Remb. The scores obtained from the BM25 and
the embedding based rankings per document are then aggregated by an aggregation function agg() to obtain
a Fused Ranking Score (FRS). The agg() function is an unweighted linear combination of the embedding
based score and the BM25 score but more sophisticated functions may be used to fuse the ranking scores.
The set of documents are then ranked by their FRS to obtain the final ranked list of articles Rfies. A sample
of phrases and the corresponding results i.e., top 10 articles deemed most similar to each phrase follows
below.

Phrase = department of energy

DOE's Grid Study Clinging to the Past

Feds OK Georgia Power management takeover at plant Westinghouse is building
Oakridge's Department of Energy East Tennessee Technology Park Recognized for Saving Resources and Taxpayer Money
ttps://t.co/9rRXNoF9y6

Feds OK Georgia Power management takeover at Plant Vogtle

Eck Industries exclusively licenses cerium-aluminum #alloy co-developed by ORNL
Over one thousand new microbial genomes discovered

Grid study Natural gas the leading cause for decline of coal not renewables

DOE approves Citicore's five hydropower service contracts totaling 2300 megawatts
Philippines' DOE gives go ahead for Citicore to pursue five hydropower projects
US officials aware of possible hacking at nuclear facilities
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Phrase = nnsa dod

HASC Subcommitee’s Fiscal 2018 NDAA Bill Proposes Space-Focused Military Service
Second round of B61-12 qualification flight tests

Cost and safety at LANL

RadResponder Network Applications

Federally Funded Research And Development Center

World War 37 US tests ‘most dangerous nuclear weapon ever produced’ amid North Korea row
Blunders at LLNL

Lujédn: Safety Of LANL Workers And Los Alamos Community Must Be Paramount

United Launch Alliance wins launch of Air Force STP-3 mission

Intelligence Research Specialist job in Washington, D.C.

Phrase = federal workforce

White House Wants to Increase Federal Employee Buyout Payments

National Technologies Associates, Inc. (NTA) Becomes V3 Virginia Values Veterans Program Certified
Colstrip gets $4.6 million in federal aid to retrain workers

Four States to Build Out Rural Broadband Infrastructure with Federal Grant Money
Job service offices to close in Anaconda, Dillon, Hamilton and Lewistown

H.R. 338, a bill to promote a 21st century energy and manufacturing workforce
Colstrip gets $4.6 million in federal aid to retrain workers - Tue, 01 Aug 2017 PST
Trump’s Responsible Decision to End an After-School Program That Harms Children
Funds Boost Southeast's Entrepreneurial, Business Training

(USA-TX-HOUSTON) Clinic Office Manager

Phrase = national security complex

Big Bite: Department of Defense Key Mission Challenges

FG Eulogised Nigerian Navy For Patronising Local Manufacturers
(USA-CO-Littleton) Mechanical Engineer

(USA-CO-Boulder) Systems Engineer Sr Stf

Allies, Partners Observe Cyber Guard Exercise

Aid and Stabilization in Afghanistan: What Do the Data Say?
(USA-VA-Manassas) Manassas, VA- Systems Engineer Intern
AnavVation Wins RS3 Contract with United States Army
(USA-VA-Manassas) Manassas, VA - Systems Engineer Associate
Oracle EBS Developer

In the article list for the phrase national security complex, it can be seen that many job postings have been
retrieved. One of the important indicators of nuclear proliferation is the hiring of a focused set of experts
and hence a ranking model that is able to successfully identify and retrieve relevant articles of multiple
types, even job postings is preferable. Overall, the top ranked articles per-phrase are relevant to the phrase.
The per-phrase scores are aggregated to obtain the total fused similarity score of the article for the final
overall ranking Rfised.

In addition to qualitative characterization of the ranking pipeline, an experiment is conducted soliciting
expert ratings of the document quality. The experiment conducted was geared towards quantifying the
degree of relevance of the ranking results produced by:

(i)  The embedding-based ranking pipeline.
(i) The BM25 + embedding-based ranking pipeline (i.e., fused ranking pipeline).
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4.3.2 Evaluation

Two experts were each asked to rate the top-150 ranked articles in each of the two pipelines described in
the previous section with ratings from 1 — 5 where a score of 1 indicates that the article is irrelevant and 5
indicates a high degree of relevance. To minimize bias, the experts were kept unaware of which pipeline
generated each set of ranking results and the articles were also presented out of order for rating. The rated
results were accumulated and used to calculate ranking metrics. We employed two popular ranking metrics
to evaluate the quality of our ranking algorithm namely (Jarvelin and Kekaldinen 2002) (Croft, Metzler and
Strohman 2010):

(i)  Discounted Cumulative Gain (DCQ)

DCG, = i __Tek
’ = logy (i + 1)

(i1)) Normalized-Discounted Cumulative Gain (nDCG)

DG,

"% = Tpea,
b2

The DCGp indicates the discounted cumulative gain obtained from ranking p documents. For each raked
document, the relevance of the ith document is represented by rel; and is denoted by a score (i.e. 1—5). The
nDCGp is the normalized version of the discounted-cumulative gain where the denominator indicates the
Idealized-DCGp. The IDCGp is calculated by sorting the documents by the reviewer ratings to represent
the idealized set of rankings. The Table 4-2 showcases the comparative DCG and nDCG values for 150
articles ranked using the embedding-based ranking and separately by the fused ranking scheme (i.e., BM25
+ embedding). The fused ranking method significantly outperforms the embedding-based method in both
the DCG and nDCG contexts indicating better ranking quality.

Table 4-2: Comparison of Model Ranking Quality for 150 Articles

Metric\Model | Embedding-based Ranking | Fused Ranking
DCG150 56.46 62.81
nDCG150 0.8774 0.8934

The researchers further analyzed the top-k ranking quality from k = {1,2, ..., 150} and Figure 4-8 shows
the nDCG value plotted for each case. The green curve indicates the fused ranking model while the blue
curve indicates the embedding-based ranking model nDCG. We notice that the fused ranking model is
significantly better than the embedding based ranking model throughout the course of the top-k ranking
process.
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Figure 4-8: The nDCG value for each case

These results showcase the overall effectiveness and superiority of the fused ranking pipeline and therefore
only rankings obtained from this pipeline are used moving forward.

4.4 Entity Extraction

4.4.1 Model Description

Thus far this report has discussed a pipeline to capture latent representations of documents and phrases
using word embeddings. However, the objective also requires that the research identify overt themes
discussed in each document to explicitly track certain topics of interest. The set of top ranked documents
DR <<|D| are enriched by developing a named entity recognition module. A pre-trained model isemployed
from the popular natural language processing library SpaCy for this purpose. Named entity recognition
(NER) isa sub-task of information extraction which essentially seeks to locate and classify “named entities”
into pre-defined specific categories like Person, Location, Time, etc. This application focuses on the
categories shown in Table 4-3.

Table 4-3: Entity Categories

Entity Category Description
NORP Nationalities or Religious or Political Groups
FAC Buildings, Airports, Highways, Bridges
ORG Companies, Agencies, Institutions
GPE Countries, Cities, States etc.
PRODUCT Objects, vehicles, foods, etc. (Not services)
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The NER model is used to enrich all documents DR. Figure 4-9 shows an example document enriched with
NER. Notice that the NER model employed is effectively able to identify GPE (geo-political entities), and
persons mentioned in the document. It also effectively identifies other categories (not of specific interest
to this research) like CARDINAL which essentially indicate mentions of quantities in the article. Also, of
future potential interest would be the DATE entity although this is not employed currently.

4.4.2 Evaluation

The entity extraction pipeline is characterized in the next section with qualitative analysis of entity co-
occurrence and by highlighting a few interesting examples of entity co-occurrence.
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displacy.render{article preprocessed, jupyter=True, style="ent')

Comments  \Washington aee . Oct 22 cambmial :  Pekistan aee  has a nuclear weapon stockpile of 110 campivae 1o 130 cambial
warheads, & rise from  an estimated 90 capoimar to 110 cappimar in 2011 pate &8 US gpe think-tank said today pate . " Pakistan

GPE has a nuclear weapons stockpile of 110 caRDinaL to 130 carpmaL  warheads, an increase from an estimated 90 camomar o 110

capDiMaL  warheads in @ 2011 pare " seid areport on ' | Pakistani yope  nuclear forces 2015° canpmar by the Bulletin of Atomic Scientists
released during the ongoing vizit of Paldstan gpg  Prime Minister | Mewez Sharif pgpson . “With several delivery systems in development,  four

CARDIMAL  operating plutonium production reectors, and uranium facilities, the country's stockpile will likely increase over  the next 10 years bate | but
by how much will depend on many things." it said. The report authored by | Hans M Kristensen person  and | Robert S Noms persom | said the  two

capbiMaL  key factors will be how many nuclear-capable launchers ~ Pakistan aee  plans to deploy, and how much | India &pe ‘s nucleer arsenal
grows. Also Resd: | Pakistan GPE  develops nuclear weapons to combaet possible war with  India 6P  Based on  Pakistan GPE ‘s performance
owver the past 20 years pate and its cument and anticipated weapons deployments, the authors estimate that its stockpile could realistically grow to

220 cappimaL to 250 capoaner warheseds by 2025 pare | making itthe world's  fifth ompmaL  largest nuclear weapon state, the report
reiterated. [Palistan GPE appears to hawe six CARDIMAL types of currently cperational nuclear-capable ballistic missiles, plus  at least two

CARDIMAL  more under development - the short-range Shahesn-1A and medium-range Shaheen-3.  Paekistan gpg is Blso developing  two

CARDIMAL NMEW CTuise missiles, the ground-launched | Babur persoM | (Hatf-T) and the air-launched Ra'ad (Hatf-B), the report said. According to the
repart there are signs that  Pakistan GPE i3 deweloping a nuclear weapaon initially probably 8 nuclear-capable cruise missile for deployment on submarines.
In 2012 pare . the [Pakisteni wosp navy established Headguarers Mavel Strategic Forces Command ops  (MSFC) for the development and
deployment of a ses-based strateqic nuclear force. The gowernment said that this command would be the “custodian of the nation's  second oROMAL
-strike capability” to “strengthen  Pakistan GPE ‘s policy of | Credible Minimum Deterrence omG  and ensure regional stability™.

Washington gpe . Oct 21 pare | PTl pge ) Pakistan gee  has a nuclear weapon stockpile of 110 gapoimar to 130 camomar
warheads, & rise from  an estimated 80 cappimar to 110 campmwer im 2011 pare .2 US gpe think-tank said today pare . " [Pakistan

GPE  has & nuclear weapons stockpile of 110 caRDiMal to 130 camRbDmAL  warhesds, an increase from  an estimated 50 caromal w© 110

cappiMa.  warheadsin - 2011 pare " said areport on ' | Pakistani wompe  nuclear forces 2015° camoedar by the Bulletin of Atomic Scientists
released during the ongoing visit of Pakistan apg  Prime Minister | Nawez Sharf persan . “With several delivery systems in development,  four

CARDIMAL  operating plutonium production reactors, and uranium facilities, the country's stockpile will likely increase over  the next 10 years DATE | but
by how much will depend on many things,” it eaid. The report authored by | Hans M Kristensen pegpsos  and | Robert S WNomis pepson | =aid the  two

cappiMaL ke factors will be how many nuclear-capable launchers ~ Pakistan gpg  plans to deploy, and how much  India gpe ‘s nucleer arsenal
grows. Besed on  Pekistan GPE ‘s performance over  the past 20 years paTE  and its current and anticipated wespons deployments, the authors
astimate that its stockpds could realistically grow to 220 cappmar to 250 campinar  werheads by 2025 pare |, making it the world’s  fifth

oRpINaL  laroest nuclear weapon state, the report reiterated.  Pakistan Geg  appears to have  six carpiner  typss of currently operationsl nuclear-
capable ballistic missiles, plus  at least two GARDINAL - more under development - the short-range Shaheen-14 and medium-range Shaheen-3.

Pakistan see is also developing two cambiMal  new cruise missiles, the ground-launched | Babur pemsoM | (Hatf-T) and the air-launched Ra'ad
[Hati-&), the report said. According to the report there are signs that  Pekistan gpg  is developing a nuclear weapan 7 initially probably & nuclear-capable
cruize missile ? for deployment on submerines. In - 2012 pate | the | Pakistani MORP |navy established  Headguarters Maval Strateqic Forces

Command omre  (MWSFC) for the development and deployment of & sea-based strategic nuclear force. The government said that this command would be
the “custodian of the nation's second omoimaL  -strike capability” to “strengthen  Pekistan geg ‘s policy of | Credible Minimum Deterrence opg  and
ansura regional stahiliy”.
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Figure 4-9: An Example Document Enriched With NER
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4.5 Anomaly Detection — Entity Characterization

The following sections discuss consolidation of the entity and embedding enriched news articles into a
searchable graph database.

4.5.1 Model Description
4.5.1.1 Initial Entity Characterization

In line with the first of two goals (i.e., to characterize the current state and evolution of entities of interest),
a graph representation of our entities is developed by linking co-occurring entities (i.e., entities occurring
in the same document) with a weighted edge. The weight of each edge is governed by the number of times
a pair of entities co-occur. This weighted entity graph G may be constructed such that each graph G' is
constructed considering articles published only from time "¢t —w" to “¢" where 'w' may be a user-governed
time window of consideration. Figure 4-10 and Figure 4-11 represent various sub-graphs of one such G/
constructed using entities from articles published between Jun— Aug 2017. Figure4-10 showcases the ego-
network (top 50 co-occurring entities) of a query of interest (i.e., nrc) representing the Nuclear Regulatory
Commission. This ego-network based entity representation allows us to focus explicitly on specific entities
of interest and yield a multi-faceted view in terms of the "GPE", "FAC", 'NORP" and "ORG" that are in the
neighborhood (and hence highly related) to the entity of interest at the selected time slot. In Figure 4-10,
notice there are entities of multiple types that yield a heterogeneous entity co-occurrence graph. This view
allows an analyst to glean information about specific organizations, geopolitical entities or specific products
etc. most relevant to the entity of interest in the current time period.

Figure4-11 characterizes the ego-network for another entity sandia. The ego-network showsmany national
laboratories mentioned as co-occurring entities which is intuitively acceptable. Another interesting
occurrence is the mention of the entities heliobiosys inc., cyanobacteria, and marine cyanobacteria where
these entities highlight:

(1)  acollaboration between Sandia national laboratories and Heliobiosys Inc., and
(ii) the involvement of Sandia national laboratories in projects based on cyanobacteria.

Upon further investigation for news articles involving Heliobiosys Inc., (a company extensively dealing
with cyanobacteria) and Sandia National Laboratories, a news article was identified that highlights the
collaboration between Sandia National Laboratory, Heliobiosys Inc. and Lawrence Berkeley National
Laboratory (commonly referred to as Berkley Lab) on a project employing cyanobacteria for biofuel
production. This highlights that the heterogeneous entity ego-network highlights surprising insights and
developments involving entities of interest.

These ego-networks serve as a qualitative validation of the entity extraction model. The graphs display
expected and reasonable connections.
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Figure 4-10: Heterogeneous Entity Ego-Network (nrc)

The distances and positions of nodes are arbitrary and have been chosen only for visual clarity
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Figure 4-11: Heterogeneous Entity Ego-Network (sandia)

The distances and positions of nodes are arbitrary and have been chosen only for visual clarity.
4.5.1.2 Entity Characterization — Temporal Evolution (Continuing Development)

The above section described static entity ego-networks. Another aspect of entity characterization involves
understanding the state of change of the entity (in terms of its ego-network) over time. This may be

conducted by calculating the degree of change in an entity’s state over successive time periods. For example,
consider an entity’s state to be represented by a multi-hot encoded vector corresponding to the IDs of other

entities in its ego network. A notion of change may be obtained by comparing the Jaccard similarity (i.e.,

similarity of binary multi-hot entity state vectors) over successive time periods. Such a characterization
performed for all entities of interest would allow the population of the most “chaotic” entities (i.e., entities
that exhibit the greatest state change).

4.5.1.3 Anomaly Detection (Continuing Development).

Finally, the researchers will also address the anomaly detection task by leveraging the current entity
extraction pipeline and entity co-occurrence network. The anomaly detection problem will be treated as
one of link prediction wherein it predicts edges occurring between entities for a particular entity of interest
and unexpected edges or non-existent expected edges may be deemed anomalous occurrences. The
temporal evolution characterization and anomaly detection pipeline are under development.
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5.0 Conclusions

Models and methods have been developed to detect organization names, facility, and function identification
as well as events within the openly available data.

Analysis of Twitter™ data demonstrates that word embedding models trained on data obtained from queries
using the glossary of terms produce an interpretable signal of key terms and the connectedness to relevant
entities that automated models can use. The research team is still evaluating current methods to determine
the best method for use in the prototype system. For example, a time dependent word embedding algorithm
that retains all cumulative data may be advantageous in some cases that creates a strong link to an event
that occurs earlier or later in time. However, keeping all data could create too low of a “signal-to-noise”
ratio and prohibit straightforward detection of changes of interest. A “rolling window” can help to eliminate
noisy data by shifting over time, however, the window size or rolling length needs tuning to avoid missing
key events that are linked across time. Next, theresearch team plans to use this analysis to build a prototype
system that can identify the indicators of nuclear activity.

For the news article data, elements of an automated preliminary data pipeline have been built and the
evaluation of each step was presented above. After word embedding, ranking and entity extraction strong
relationships and indication of entity detection were shown. An anomaly detection model that analyzes the
temporal evolution of the resulting networks is still under development. The identified anomalies will be
the raw output of the model which will feed into a fusion model.

Each algorithm has presumed advantages and disadvantages, as well as parameters that need to be tuned
and characterized for application in the prototype model development. The second year of the project
development will develop fusion models to leverage the advantages of the individual models. A prototype
system will be created and demonstrated in the next year of the project.
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This appendix contains the list of terms used in the first step of relevant item identification and the specific

event related glossaries.

Generic Search Terms Related to Pit Production

nuclearsecurity pit production capacity tritium enterprise material control
stockpile stewardship nationalnuclear security doe facility pantex operation
national security nucleartesting lanlplutonium proposed srppf complex
pit manufacturing capacity u.s.nuclearweapon design engineering weaponassessment
national nuclear security
administration stockpile nuclear criticality federal facility sustainment program
stewardship
pitnuclear weapon warreserve pit pantex extensionprogram lep
long-term pit nnsa site project proposal maintain stockpile
weapon production site pantex site plutonium aging feasibility study
nuclearsecurity enterprise nevada test site pr(;;l)t(;relcalgsgon independentcostestimate
draft environmentalimpact nuclearstockpile weaponmodernization scopingmeeting
statement
los alamos support mission manhattan project pitaging
savannah river oakridge weaponmission carlsbad new mexico
life extension pantexplant weap?ililsiljlslslilggﬂement aiken county
weaponstockpile stockpile responsiveness weaponreliability warhead life extension
dep arunentofenergy stockpile directed stockpile work Savannah River Site nuclear weaponperformance
stewardship boundary
pit pr(;ﬂ;c;lc(ﬁ te:;:gfrlrrlcénn?lental support stockpile weapon life cycle stockpile maintenance
st pit production stppf complex plutonium sustainment support pit production
nuclear weapon stockpile stockpile assessment stockpile sustainment globalsecurity
carlsbad site current stockpile proposedalternative tennessee valley authority
weaponactivity sandia national laboratory lanloperation pit production process
weapon system stockpile weapon stockpile surveillance addressaging
national security labomtory lawrence livermore national support stoclfpile pit reuse
laboratory stewardship
life extension program nuclearnonproliferation amarillo texas active stockpile
nevada national security site limited life component rocky flats plant pit production mission
stockpile stewardship program weapondismantlement oak ridge tennessee infrastructurennsa
defenseprogram enduring stockpile albuquerque new mexico weapondesign cost
pit manufacturing cold war required supportmission weapon life extension
doe order waste isolation pilot plant energy defense stockpile warhead
nuclearposture nationalarchiverecord stockpile modernization disposition program
nuclearposture review dismantlement disposition pantexsr weaponsurety
production capacity pit lifetime warhead life strategic partnership
savannah riversite los alamos site program milestone u.s.nuclearstockpile
production capability safeguard security future weapon plutonium strategy
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Generic Search Terms Related to Pit Production
nuclearsecurity program stockpile responsiveness program mission support stockpile support
proposed srppf disposition plutonium doe/nnsa nuclear hanford site

los alamos national laboratory nuclearweaponlife cycle barnwell county savannah river plutonium
pit facility alternative wipp site weapontesting material evaluation
nuclearweapon council stockpile evaluation stewardship mission materialaging
doesite nuclearsafety nuclear counterterrorism north augusta

productionrate stockpile stewardship u.s. existing stockpile modemnuclear weapon

deferred maintenance site screening program m@lestone augusta georgia
objective

federalagency public scoping modernization program richmond county

weapon performance capacity requirement plutonium operation
nucleardeterrent production capability lanl pit production lanl

Glossary of Terms Related to Economic Events

The following list of terms fall under “Economic Events”, which includes the sub-domains: “Stock Market”,
“Corporate Developments”, and “Global Currency Trends”.

Glossary of Terms Related to Economic Events

supporting industry average earnings employment income current housing market
housing market facility additional jobs low unemployment
newjob created created supporting industry low unemployment rate

indirect job created generate aigfgﬁgal indirect unemploymentrate roi
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The following list of terms fall under “Acquisition Events”, which includes the sub-domains: “Non-Nuclear
Material Acquisition”, ‘“Nuclear Material Acquisition”, “Nuclear Technology Acquisition”, and
“Facility/Infrastructural Acquisition”.

Glossary of Terms Related to Acquisition Events

nuclear weapon highly enriched uranium plutonium disposition nondestructive evaluation
pit production experimental capability stppf operation weaponsimulation
pit facility chemistry metallurgy test equipment uranium component
modempit facility pit production capability waste treatment material facility
tru waste chemistry metallurgy research samt;glg:i;water facility upgrade
hazardous waste mixed waste computing system office space
radioactive material physicalinfrastructure lithium production site construction
weapon component simulation capability accessroad reactor fuel
nuclearmaterial pit manufacturing capability disposal capacity pit production facility
research and development facility design computational capability llw disposalfacility
constructionactivity technology engineering inactive warhead shipment wipp
enriched uranium high performance computing aginginfrastructure offsite disposal
sensitivity analysis engineering science stockpile size weaponassembly
plutonium pit llw disposal new pit construction modification
construction operation wastewater discharge electrical energy backupdiesel generator
production facility science technology engineering test facility nuclearweapon infrastructure
processing facility stora ge facility spent plutonium responsive infrastructure
pit manufacturing component production plutonium fuel aging facility
nuclearexplosive nuclearwarhead plutonium experiment modeling capability
weapon production feed preparation infrastructure investment adv zréf/ee%;fnhggtbgy
plutonium metal component manufacturing gg?esﬁzcatggz infrastructureneed
construction impact programmatic infrastructure majoralteration material receipt
new facility hydrodynamic test engineering capability control facility
nuclear weapon production molten plutonium devlglig&fgzﬁggr am airconditioning
waste generated fabrication facility baseline costreport pit disassembly
radioactive waste waste stream produceplutonium ventilation system
sanitary wastewater material characterization storage vault bulk storage
drinking water storage tank plant capacity operational capability
advanced manufacturing coolingtower fuel fabrication facility nnsa infrastructure
existing facility fuel fabrication proposed facility pit produced
manufacturing capability molten plutonium metal t;:r(li;;?r%;iizln transportation route
facility operation experimental facility development activity facility modification
waste generation system component reserve plutonium parkinglot
uranium processing technology cybersecurity warreserve plutonium laboratory facility
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secure transportation surplus plutonium minor construction weapontechnology
mixed llw material waste acquisitionreport mixed tru waste
weapon production facility radiation protection enrichment capability construction cost
additivemanufacturing construction equipment non nuclear component enriched uranium material
hazardous chemical analytical chemistry facility constructed scientific understanding
site infrastructure electrical power waste staging/tru advanced technology system
hazardous material weaponengineering quantity plutonium nucleardesign
uranium processing facility ballistic missile warhead fuelprocessing computing technology
technology development cruise missile warhead radiological material lithium production capability
neutron generator hepa filter tru waste generated waste processing
information technology waste acceptance diesel fuel data analysis
solid waste wastewater treatment commercial facility industrial effluent
science engineering new building radiological chemical extraction facility
specialnuclear material manufacturing activity doe modernpit solid waste disposal
casting furnace construction facility spent plutonium fuel modeling simulation capability
transportation asset pit production rate reserve plutonium pit production capacity ppy
depleteduranium equipment facility productionschedule hvac exhaust stack
disposalfacility process development enhanced capability radioactive liquid waste
feed casting furnace construction site disposition facility staging facility
weapondesign wastewater generated weapondesigner portable toilet
future stockpile support facility wrought process fire protection volatile organic compound
manufacturing development computing initiative design feature wastewater treatment facility
construction project information technology nuclear weaponsystem non -nuclear component
cybersecurity
science program simulation computing program organic compound science engineering capability
uranium enrichment waste wipp effluent discharge surplus plutonium disposition
advanced simulation computing manufacturing technology nonhazardous waste mixed oxide fuel
weaponprogram water supply waste shipment produceplutonium pit
strategic material natural uranium waste disposed pit manufacturing operation
explosion feed casting plutonium pit manufacturing weaponmaterial disposaltru waste
cybersecurity capitalacquisition retired weapon hydrodynamic testing
transfer system shipping container armored tractor pyrochemical processingmethod
liquid waste plutonium processing advanced diagnostics plutonium processing facility
treatment facility llw generated uranium material facility modernization
material component stormwater runoff new manufacturing knowledge transfer
tritium production transported material physics engineering fissile component
nuclear facility existing infrastructure communication system plutonium component
nuclear component waste storage technology production conversion facility
physical security transuranic waste mixed oxide plutonium material
federal workforce material process manufacturing facility storage nuclear weapon
facility infrastructure research reactor exhauststack metallurgy research building
general purpose infrastructure mission capability shipment tru device assembly facility
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fissile material productionactivity disposalsite material transportation
science technology infrastructurerequirement operationbuilding material disposition
advanced technology engineering controls interim pit production mixed oxidefuel fabrication
waste disposal pit manufacturingactivity tru waste wipp weapon-grade plutonium
facility equipment processingmethod waste staging/tru production infrastructure
packaging
nitrogen dioxide security infrastructure water system refurbished warhead
material science nnsa facility site activity uranium metal
gastransfersystem computing capability prior construction engineering facility
plutonium facility system engineering construction area computing facility
waste facility component subsystem spent nuclear fuel pit plutonium
engineering program waste handling nuclearweapondesign plutonium oxide
nuclear fuel quality assurance nuclear weapon program plutonium americium
. material science o
non-nuclear component pyrochemical process oo supporting infrastructure
engineering
. . . uranium enrichment transportation radioactive
domestic uranium development testing . .
capability material
domestic uranium enrichment waste acceptance criterion radiation -hardened infrastructurerecapitalization
. . . . weapon component .
protection equipment wipp disposal system weapon component material
facility construction hearing protection analytical support number pit produced
advanced manufacturing . . . o
nuclearreactor process equipment disassembly conversion facility
development
diesel generator plutonium pit production construction new facility analytical laboratory
naturalgas hydrodynamic experiment new facility built
metallurgy research underground nuclear explosive weaponinfrastructure
nuclear weapon component engineering desi processing
P P gn gaesign manufacturing
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The following list of terms fall under “Political/Diplomatic Events”, which includes the sub-domains:

“International Diplomacy”,

SP 1Y

Glossary of Terms Related to Political/Diplomatic Events

Domestic Diplomacy”, and “Elections/Political Appointments”.

secretary of energy regulatory requirement national security need stockpile stewardship mission
budget request national defense authorization act | wipp land withdrawalact totalprojectcost
executive order nnsa office fgﬁ;?;ﬁ?;;ﬁg; recapitalization investment
secretary of defense congressional defense committee security policy nuclearweaponmission
federalregulation federal program weapon complex line item construction
federal workforce planning estimate statement doe srdoe
nnsa dod federal government nepa document strategic planning
national nu ?lear security nuclearregulatory commission requirement doe evaluationactivity
administration
doe/nnsa budget estimate nnsa doe national security policy
departmentof energy stockpile need resource planning u.s.national security
u.s. government nnsa nuclear infrastructure support nnsa administrator
departmentof energy/national . counterterrorism
nuclearsecurity administration nnsa headquarters nnsa ocio counterproliferation
office federal register emergingthreat activity budget defensesecretary
u.s.code government agency proiiln;df;lﬁ ding sustainment strategy
national defense nnsa program productionrequirement site funding
nnsa mission cotrective action program requirement federal program manager
stockpile extension program cost national security strategy permit compliance doe/nnsa dod

office of science doe officeof science nnsa federal line item project
environmental policy dod requirement requires permit public scopingmeeting
national security complex atomic energy act national policy pit production requirement

environmental policy act support nnsa nuclearweaponcomplex | government accountability office
. . . nationalsecurit . .
military requirement doeissued . Y nonproliferation treaty
requirement
departmentof defense doennsa homeland security facility permit
doe/nnsa nuclear security localgovernment annualreport
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The following list of terms fall under “Population/Personnel Events”, which includes the sub-domains:
“Population Redistribution”, “Accumulation of Skillsets”, and “Environmental/lllness Events”.

Glossary of Terms Related to Population/Personnel Events

environmental impact occupational sa fety health population living risk mitigation
environmental impact . .
statement pollution prevention program manager nnsa sar
draft em;ltr;trg;ir:fl impact facility accident latent cancer fatality workerincrease
pitp rqduction environmental radiologicalrelease totalpopulation workerdose
impactstatement
airquality injury illness regionalinfluence site environmental report
health effect risk reduction constructionindustry security enterprise work force
airemission radiological airemission additionaljobs created regulatory limit
job created public health incident response impactgroundwater
fatal cancer impactsurfacewater environmental restoration nonradiological airemission
laborforce injury illness fatality release radioactivity environmental assessment
radiation exposure radiological worker lost workday influx of new workers
airpollutant protective force nuclearradiation new housing
water quality radiation worker population surrounding housing demand
cancerrisk national environmental policy emergency preparedness chemical exposure
radiation dose humanhealth accident potential risk new housing demand
adverseimpact exposedindividual hazardous air pollutant new resident expected
radiological impact latent cancer nonradiological impact worker population
dose person-rem fission event potential environmental impact contaminated soil
radiation dose equivalent transportation accident unemploymentrate labor force estimated
cancer fatality environmental report groundwater resource acid release
ionizingradiation dose offsite drinking water standard groundwater quality
accident scenario doserate total workforce mortality rate
radiologicalaccident federalemployee programmatic eis environmental monitoring
fire-inducedrelease exposure guideline exposure limit hearing protection program
effective dose naturalresource release radioactivematerial human capital
chemicalaccident environmental protection a gency traffic noise annualradiationdose
material spill chemicalaccident frequency environmental effect greenhouse gas emission
occupational sa fety exposed offsite individual risk assessment radioactive spill
health impact radiological accident frequency occupational injury site-wide environmental impact
airquality standard concentration limit thyroid cancer workforcennsa
radioactive material spill material risk workforceneed nuclearincident
environmegtal im pact potentialaccident capability needed construction employee
associated
construction worker chemicalrelease equipment failure safety analysis
scientist engineer injury fatality emergency planning design analysis
offsite population radiation effect pollution control accident analysis
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