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Automating the Human Factors Engineering and
Evaluation Processes

Charles R. Mastromonico, and Richard D. 1zard are with the Westinghouse Savannah River Company,
Aiken, SC 29808

Abstract—The Westinghouse Savannah River Company
(WSRC) has developed a softwar e tool for automating the Human
Factors Engineering (HFE) design review, analysis, and
evaluation processes. The tool provides a consistent, cost
effective, graded, user-friendly approach for evaluating process
control system Human System Interface (HSI) specifications,
designs, and existing implementations. The initial set of HFE
design guidelines, used in the tool, was obtained from NUREG-
0700. Each guideline was analyzed and classified according to its
significance (general concept vs. supporting detail), the HSI
technology (computer based vs. non-computer based), and the
HSI safety function (safety vs. non-safety). Approximately 10 %
of the guidelines were determined to be redundant or obsolete
and were discarded. Theremaining guidelineswerearranged in a
Microsoft Access relational database, and a Microsoft Visual
Basic user interface was provided to facilitate the HFE design
review. The tool also provides the capability to add new criteria
to accommodate advances in HSI technology and incorporate
lessons learned. Summary reports produced by the tool can be
easily ported to Microsoft Word and other popular PC office
applications. An IBM compatible PC with Microsoft Windows
95 or higher isrequired torun the application.

Index Terms—Human Factors Engineering, Human System
Interface, Process Control System, and Design Review.

|. NOMENCLATURE
DRG — Design Review Guide
HFE — Human Factors Engineering

HFE-AT — Human Factors Engineering Analysis Tool

HSI — Human System Interface

NRC — Nuclear Regulatory Commission

PC — Personal Computer

SRS — Savannah River Site

WSRC - Westinghouse Savannah River Company

I1. INTRODUCTION

Human factors have been a magjor consideration in the
design of process control system human system interfaces
(HSI) at the Savannah River Site (SRS). A significant effort
has been made to minimize the occurrence of human errors in
the operation of nuclear materials processing and handling
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facilities in order to ensure worker safety and avoid costly
outages and maintenance. Evauating a new or existing HS
design can be an arduous process. The level of effort required
is typically proportional to the complexity of the process
control system, the functional requirements of the HSI, and the
degree to which operator actions and capabilities have been
analyzed. There are numerous standards available that provide
guidance in conducting HFE evaluations. 1EEE Std 1023 [1]
provides guidance on the integration of HFE into the design,
operation, and maintenance of nuclear power plants. IEEE Std
1046 [2] and |EEE Std 1289 [3] provide HFE design guidance
for digita control and monitoring systems in nuclear power
facilities. IEEE Std 845 [4] presents a discussion of proven
HFE techniques and their application to performance issues.
NUREG-0700 [5] provides the most comprehensive and
detailed guidance for evaluating control system and control
room design and has been adopted by the Savannah River Site
asits standard of choice.

Like most of these standards, NUREG-0700 was devel oped
for anayzing control systems in nuclear power plants.
However, much of the guidance contained in NUREG-0700
can be applied to non-reactor facilities using a graded
approach that considers the complexity of the control system
HSI and its potential impact on plant safety, the environment,
product quality, and the cost of operating and maintaining the
plant. Conducting an HFE evaluation of a process control
system HSI per NUREG-0700 is no small task. NUREG-0700
contains more than 1600 separate design guidelines for
consideration that cover everything from information display
to control room layout. A computer application, entitled
DRG, for Design Review Guide, was developed for the NRC
by Brook Haven National Laboratory in the mid 1990s to
assist in the HFE evaluation process. The DRG application
provided an interactive means for selecting appropriate
guidelines, indicating their relevance to the HSI design in
question, and documenting the results of the evauation
process. However, using DRG was quite tedious and often
resulted in inconsistencies in applying the guidelines due to
different user preferences and interpretations. In addition,
DRG produced reports that were not easily exported to today’s
popular office applications.

The Westinghouse Savannah River Company developed a
software tool entitted HFE-AT (Human Factors Engineering
Analysis Tool) that addresses the limitations of DRG and
provides a consistent, cost effective, user friendly, and graded
approach to conducting HFE eval uations.
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I11. AUTOMATING THE EVALUATION PROCESS

NUREG-0700 contains an HFE design review methodology
and an established set of guidelines for identifying and
correcting HFE deficiencies in control system HSI designs.
The objectives of applying this methodology are maximizing
human performance and minimizing human error. NUREG-
0700 is a compilation of relevant guidance extracted from
many recognized sources including those referenced in this
paper. The design review methodology and guidelines
contained in NUREG-0700 can be applied to identify
deficiencies in new and existing HSIs or to specify HFE
design and performance requirements for future control
systems. The methodology uses established practices to
capture operator experience, analyze tasks and functions which
rely on HSI elements, verify HSI design against functional
requirements and human limitations, and validate performance
of HSI elementsin an integrated system.

NUREG-0700 uses a proven set of more than 1600 HFE
guidelines as a basis for conducting design reviews and
formulating HSI design requirements. The main design areas
in the set include: Information Display, User-System
Interaction, Alarm Review, Analysis and Decision Aids, Inter-
personnel  Communications, Workplace Design, and Local
Control Stations.

A. Need to Automate

After using NUREG-0700 to evaluate several existing
process control systems, it became readily apparent that some
means of automation was in order to facilitate the lengthy and
detailed evaluation process. The process involved selecting
the applicable guidelines, evaluating the HSI design against
each guideline, tracking the status of the evaluation process,
and documenting the final results. Recognizing the need to
make the evaluation process more efficient, the NRC provided
the DRG software tool. While DRG automated the basic
functions of the evaluation process, it was cumbersome to use
and the selection process remained tedious. Guideline
selection was performed manually. DRG still placed the
burden of guideline selection on the evaluator and was subject
to inconsistent results due to differences in evaluator
preferences and interpretations of individual guidelines.
Evaluation status and result reports were cryptic and
incompatible with most desktop applications.

B. Taking a Graded Approach

NUREG-0700 contains 1648 HFE guidelines distributed
over the eight design areas listed above. Each design area is
further broken down into as many as four sub-levels containing
detailed design guidance on specific HSI functions and
features that fall under that design area. Individual guidelines
are given equal consideration, independent of the level of
design detail.

WSRC employed a team of HFE experts to anayze the
NUREG-0700 guidelines. From this analysis, it became
apparent that the HFE evaluation process could be made more
consistent and more efficient by classifying the guidelines and
applying a graded approach to guideline selection. Of the
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1648 NUREG-0700 guidelines, 181 (amost 11 %) were
immediately eliminated because they either involved obsolete
technology or were redundant to other guidelines, and hence,
provided no added value. Further analysis of the remaining
NUREG-0700 guidelines indicated that approximately 7 %
involved general design concepts while 42 % provided
detailed guidance to support the more general concepts. The
remaining 51 % were unique guidelines that were considered
standalone. About 48 % of the guidelines applied only to
computer based HSIs, 20% involved non-computer based
HSIs, and 32 % could be applied to both. Approximately 45
% of the guidelines were determined to be appropriate for the
design of safety functions, while 55 % applied to al systems.

Table 1 summarizes the results of this categorization process.
TABLE
CATEGORIZATION OF NUREG-0700 HFE GUIDELINES

Category | Classification % | Guideline Characteristic
Design General 7 % | Encompasses the scope of
Detail Concept severd other guidelines
Supporting 42 % | Provides details of
Detail General Concept
Standalone 51 % | Not covered under a
Genera Concept or
Supporting Detail
HSI Computer 48 % | Appliesonly to Computer
Technology | Based Based HSI
Non-Computer | 20% | Appliesonly to Non-
Based Computer Based HSI
Both 32 % | Appliesto Computer and
Non-Computer Based HSI
HSI Safety | Safety Basis 45 % | Appliesonly to design of
Function HSI with a Safety Basis
function
Non-Safety 55% | Appliesto design of al
Basis HSI

General concept and associated supporting detail guidelines
were identified when two or more guidelines addressed the
same subject matter or topic. The general concept guideline
represents the broadest or most general description of a
common topic; for example, “Display formats should be
consistent”. Supporting detail guidelines represent specific
instances or details associated with a common topic; for
example, “Font style and size should be consistent between
displays’ and “Color coding should be consistent between
displays’. 110 general concept guidelines with over 600
associated supporting detail guidelines were identified through
this process. A standalone guideline is any other guideline not
identified as a general concept or supporting detail, or one
that is sufficiently important or detailed to be considered
individually. Approximately 740 standalone guidelines were
identified.

Computer based guidelines include those that apply
specifically to design features found in digital control systems;
for example, “Cursors should have distinctive visual features.”
Non-computer guidelines refer to those design features not
included in computer based control systems; for example,
“Knobs for continuous adjustment controls should be round.”
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Safety based guidelines refer to those that uniquely apply to
control system safety functions; for example, “Critical safety
function displays should be readable from the workstations of
users needing access to these displays’, as well as all
supporting detail guidelines. Non-safety based guidelines
include all remaining general concept and standalone
guidelines. The assertion here is that general concept and
standalone guidelines are sufficient in and of themselves for
performing non-safety basis HFE analyses.  However,
supporting detail guidelines can aways be considered at the
discretion of the user and included in non-safety basis
analyses. When the classification process is
applied to the evaluation of a specific HSI design, the result is
a smaller more consistent starting set of guidelines from which
to begin the evaluation, based on the HSI technology and
safety function. For example, an evaluation using HFE-AT of
a typical computer based control system with no safety
functions would start with a set of 620 applicable guidelines,
compared to 1648 guidelines using the DRG software tool.

C. The Human Factors Engineering Analysis Tool (HFE-AT)

WSRC has developed a software tool that helps to redize
the gains in efficiency and consistency from automating the
HFE evaluation process and applying the NUREG-0700
design guidelines in a graded approach. The software tool,
entitted HFE-AT for Human Factors Engineering Analysis
Tool, was designed to meet the following objectives:

e  Capture NUREG-0700 guideline information, including
the classifications determined by the WSRC analysis, in
arelational database with the capability to search, filter,
and query;

e Perform the basic HFE evaluation functions of the
existing NRC software tool, DRG, and address its
limitations;

e Automate the design guideline selection process using a
structured, graded approach, based on the guideline
classifications;

e Provide a PC compatible, intuitive user interface to
facilitate in guideline selection, design evaluation, and
management of the HFE evaluation process,

e Produce HFE evaluation reports in a form that are
compatible with common desktop PC office
applications;

e Provide a convenient means of adding guidelines to
accommodate changes in HSI technologies, and to
incorporate lessons learned resulting from industry and
SRS experience; and

e Provide user assistance in the form of user help, a

glossary, word search, and guideline filtering
capabilities.
All of the NUREG-0700 guidelines, except those

determined to have no added value, were loaded into a
Microsoft Access database. The guidelines were organized in
a hierarchy similar to that used in NUREG-0700 according to
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their design areas and sub areas. Fixed attributes associated
with each guideline included: the design area and sub aress,
the guideline title, a detailed guideline description,
supplementary information about the guideline, a reference
source, and the classifications resulting from the WSRC
analysis. Dynamic attributes, entered through the HFE-AT
user interface include: user access information; HFE
evaluation identification, revision level, and scope; guideline
selection and evaluation status; and supplemental information
in the form of comments and attachments.

The user interface portion of the HFE-AT application was
developed using Microsoft Visual Basic. The user begins the
HFE evaluation process by creating a new analysis using the
form in Figure 1. A number must be entered that uniquely
identifies the evaluation, and a user ID is required to restrict
access to the evaluation results. Optional information may be
added to further describe the type and scope of the evauation.
The revision level is updated automatically by HFE-AT, and
evaluation results for each revision are maintained by the
application. Once the evaluation information is entered, the
user must choose the initial method of guideline selection. If
“Manua” is chosen, the user will manually select al of the
guidelines to be used in the evaluation from the complete set
of guidelines. By choosing “Computer Assisted” and
specifying the system classification (Safety Basis vs. Non-
Safety Basis) and the system technology (Computer Based vs.
Non-Computer Based) HFE-AT will select the starting set of
guidelines based on the guideline analysis results discussed
above.
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Fig.1. HFE-AT Create New Analysis Form is used to initiate an HFE
Evaluation

Once the guideline selection method is chosen, the user can
use the Guideline Selection Form in Figure 2 to add or delete
guidelines from the set that will eventually be used in the HFE
evaluation.
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the guidelines based on their type, status, keywords,
comments, or attachments. User controls make it easy to go
back and forth between forms, as necessary.
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Fig. 2 HFE-AT Guideline Selection Form is used to select or del
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individual guidelines from the HFE evaluation.

The Guideline Selection Form presents the starting set of
guidelinesin aladder hierarchy that can be browsed similar to
using Microsoft's Windows Explorer. Using a point and click
approach, the user can drill down through the various sub
levels, review individual guideline details, and select or
deselect guidelines for the evaluation. A place for comments
is provided to document the basis for deleting or selecting a
specific guideline. The bottom of the form indicates the total
number of guidelines selected and the distribution of
guidelines by type (i.e., General Concept, Supporting Detail,
or Standalone).

Once the final set of guidelines has been selected, the user
will conduct the detailed design evaluation using the Guideline
Analysis Form in Figure 3. The Guideline Analysis Form
provides the capability to quickly navigate through the
selected guidelines, individually or by section, and indicate the
status of each guideline with respect to the HSI design
analysis. Detailed guideline information is displayed for easy
evaluation of individual guidelines. The user may select from
six guideline statuses to indicate that:

e The guidedline has not been evaluated,

e Moreinformation is needed,

e The design is non-compliant and further analysis is
required before determining whether to “use as-is’ or to
“modify to comply”,

e Theguideline does not apply to the design,

e Thedesignis non-compliant but should be used “as-is’,
or

e Thedesigniscompliant with the guideline.

These statuses make it possible to track the progress of the
design evaluation and the basis for evaluation decisions.
Comments and attachments can be added to support evaluation
decisions. Filtering options allow the user to view subsets of
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t 100 l%%’velal Corcept T
- Cammen

S ystem design complies. ﬂ Altachment, Tk
|D\sg\ay Conventions I
Descriotor
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" Guideline Type “ﬁ
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- Eomment Filter | Show Al | difference. Both the items on display and the displays j

i hemselves should be standadzed. Alhouch
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i eaence seuenrs Inaios andinentance 2|
[ Guideline # 1 of 507 GioTo Section
Source: Image(s]
k] _« < > > >l Gio To Guideline —I —I

| Total Guidelines Selected =507 | General Concepts Selected =80 | Supparting Details Selected = 0 | Standalone Guidelines Selected = 427 7

Fig. 3. HFE-AT Guidedline Analysis Form is used to conduct a detailed HFE
evaluation of the selected guidelines for a specific HSI design

At any time during the evaluation, the user may request a
status report of the HFE evaluation. Figure 4 shows the
Guideine Status Report Form that provides a numerical and
statistical summary of the guideline selection and analysis.

} | Guidefine Status Aeport E
Evaluation 125
Revvizon 0
Guideling Status Tolals Guidelne Type Tolals
Number X Humber X
NS [ i [ow Geneal Concept [ o [ 157
ik [ 7 [ 12 supimgbest b 1 [ o
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Mot Applcable: I 2 I 0.3
E;ﬂm“m'?‘ [ 2] [ 0w
Compliant: I ] I 118
Total: | 57 | 1m Total: | ET | 1m

T ] o |

Fig. 4. HFE-AT Guideline Status Report Form provides current data on the
status of an HFE evaluation of a specific HS| design

HFE-AT includes a variety of reporting options that enable
the user to document the status or results of the HFE
evaluation process by selecting different levels of detail and
report content. The Print Options Form, shown in Figure 5,
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illustrates the types of reports and report content available.
These reports may be printed or saved as a text file or as an
HTML file for internet access.

¥ <] Print Options

— Report Type

% Guideline Surmrmary Repart

Guideline Detail Repaort [Includes Guideline D escription and Additional
Information]

i~ Selection Comment Summary Fepart

Selection Comment Detaill Repart [Includes Guideling Dezcription and
Additional Information)

— Heport Comment [Optional)

Enter a comment to be dizplayed on the title page of the report [ e.g. Discrepancy
Fieport)].

HAA

Filtering Options [Optional]
—[1] Chooze Filter Field [2] Chooze Or Enter Filter Text
O Guideline Type I LI

& Guideline Status
Clear Filker |

© Comment

" Kewword
© Attachment
Print | Cancel |
Fig. 5. HFE-AT Print Options Form provides a variety of choices for

reporting HFE evaluation status and results

HFE-AT provides severa features to help manage and
control revisions to an HFE evaluation and to identify the
difference between two revisions. It aso includes a help
utility and a complete glossary of terms and definitions.
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